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Background 
 
The Alliance for Network Security (“ANS”) engaged one of Europe’s leading consulting firms, Datamonitor, to 
analyze the market for “recoverable” products and the implications for export control reforms recommended by 
ANS.  The results of Datamonitor’s analysis are included in Sections 3.5 and 4.4 of its study, entitled E-Commerce 
Network Security – 1998-2003.  Pertinent parts of Datamonitor’s study are summarized in this paper, with additional 
commentary and recommendations supplied by ANS member companies.   
 
 ANS was formed in 1998 to engage in a dialogue with the law enforcement and intelligence communities 
concerning the impact of “recoverable” products on their missions and to make recommendations regarding export 
controls on “recoverable” products under the Export Administration Regulations (“EAR”).  “Recoverable” products 
are cryptographic products that do not use key recovery technologies, but do allow a system administrator to expose 
selected plaintext in compliance with a warrant or court order.  (ANS members would prefer to use the term 
“administrator-controlled”.)  The ANS members are 3Com, Cisco Systems, Hewlett-Packard, Intel, Lucent, 
Microsoft, NetScreen, Network Associates, Nortel Networks, Novell, RedCreek, Secure Computing and Sun 
Microsystems.   
 
Executive Summary 
 
Using several different methodologies, Datamonitor estimates that relaxation of export controls as advocated by 
ANS would result in a revenue increase of approximately $1/3 billion, and an increase in market share of 
approximately 10% for American companies over the next five years.  In addition, and perhaps just as important, 
American companies could expect commensurate increases in service and management contracts and new 
infrastructure business. 
 
American leadership of the market for recoverable products is based on a number of assumptions, the most 
important of which is that American companies will successfully compete in the new era of converged (voice and 
data) packet networks.  Historically, local companies dominated national markets for circuit switching networks.  
More recently, American companies have led the worldwide market for data networks.  As voice and data networks 
converge, this new market will be contested by both local companies specialized in circuit switching networks and 
American companies specialized in data networks.  There are two “nightmare” scenarios for ANS members. 
 
In the “Jaws” scenario, a foreign competitor emerges and dominates the market for converged networks, crushing its 
American rivals by offering competitive networking equipment combined with a market-leading security product.  A 
merger between a traditional network equipment supplier like Alcatel, Ericsson, Nokia or Siemens with Checkpoint, 
which is a leading Israeli vendor of firewalls and developer of virtual private network (“VPN”) software, could 
produce such a scenario.  In the “Chickens” scenario, not one but many foreign competitors emerge and dominate 
their local markets for converged networks.  American rivals would not be crushed, but the net effect of such a 
balkanized market would be that the American companies get pecked to death, as if by chickens. 
 
ANS recommends the following reforms to U.S. export controls, supported by information from Datamonitor: 
 
1. Authorize Exports under License Exception 
2. Authorize Telco/ISP Deployments for Subscriber Use  
3. Eliminate End-user Reporting 
4. Authorize Secure Extranets 
5. Authorize Exports to Additional Countries 
6. Authorize Sales to Certain Governments 
7. Change “Recoverable” to “Administrator-Controlled” 
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Datamonitor Forecasts Approximately $1/3 Billion in Additional Export Revenues for ANS Members 
 
Datamonitor presents three scenarios.  In Scenario 1, the export control reforms recommended by ANS are adopted, 
increasing the market share of American companies.  In Scenario 2, the export control reforms recommended by 
ANS are adopted, increasing the market size.  In Scenario 3, the export control reforms recommended by ANS are 
adopted, increasing not only the market share of American companies but also the market size.   ANS member 
companies would reap approximately $1/3 billion in additional sales under these scenarios. To summarize: 
 
Datamonitor Scenario Increase Market Share Increase Market Size Additional U.S. Revenues 

 
Scenario 1 Yes No $238 million 

 
Scenario 2 No Yes $327 million 

 
Scenario 3 Yes Yes $394 million 
 
Internal, company confidential market forecasts by individual ANS members suggest that Datamonitor’s forecasts 
are somewhat conservative.  In addition, it is worth noting that the revenue impact of reforming export controls on 
recoverable products will have “knock on” (also referred to as “pull through” or “drag”) effects in the areas of 
increased infrastructure sales and services business.  Datamonitor concludes at page 109 with the following forecast: 
 

Thus, Datamonitor concludes that revenues are being, and will continue to be, lost by US companies as a 
result of the export regulations. This covers both the product sectors and some knock-on effect for the 
services segment. Were the regulations to change, US companies would enjoy increased market share, and 
more substantial revenue growth. If Datamonitor were to include such knock-on effects as increased 
implementation services and management services, the revenue at risk from failure to change the 
regulations is forecast to be greater than revenues from lost sales of security products themselves. 

 
These three scenarios summarized above are set forth in greater detail on pages 91-92 of the report, which are 
reproduced below: 
 

Scenario 1 forecast - export regulations relaxed, increasing competitiveness of US companies  
 
________________________________________________________________________ 
 
Table 18: US company revenues - relaxation of regulations increase competitiveness 
________________________________________________________________________ 
 
$m 1998 1999 2000 2001 2002 2003 
 
VPN 11 19  21 44 63 76  
Firewall 19 37 65 105 146 191  
PKI 20 35 52 66 100  145  
 
Total 50  91  138  216  309  412 
 
Accumulated difference  1999-2003 - $238m 
 
Source: Datamonitor 
________________________________________________________________________ 
 
 
Scenario 1 assumes that relaxation of export regulations will increase the competitiveness of US security 
vendors. Consequently, US vendors’ share of the firewall and VPN markets will grow in excess of the 
initial growth forecasts. Accordingly, US vendors’ share of the non-US firewall market in 2003 will reach 
90%, as compared with 83% under existing regulations. This forecast finds that the growth in US security 
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vendors’ exports attributed to the regulation relaxation will reach $91m in 2003. The accumulated 
difference in export revenues over 1999-2003 will reach $238m. 
 
Scenario 2 forecast - export regulations relaxed, driving growth for US companies  
 
________________________________________________________________________ 
 
Table 19: US company revenues where export regulations drive growth 
________________________________________________________________________ 
 
$ m 1998 1999 2000 2001 2002 2003 
 
VPN 11 19 22 48 67 83  
Firewall 19 37 67 109 156 210  
PKI 20 35 54 71 110 165  
 
Total 50 91  143  228  333  458 
 
Accumulated difference 1999-2003 - $327m 
 
Source: Datamonitor 
________________________________________________________________________ 
 
 
This scenario assumes that the relaxation of export regulations will drive market growth. Here, the non-US 
firewall, VPN and PKI markets will reach a CAGR of 47% between 1998 an 2003, compared to a forecast 
42% CAGR without such relaxation. 
 
This finds the growth of the US security vendors’ exports attributed to export regulation relaxation 
reaching $136m in 2003. The accumulative difference in export revenues over 1999-2003 reaches $327m. 
 
Scenario 3 forecast - export regulations relaxed, increasing total market growth and growth in 
US market share 
 
________________________________________________________________________ 
 
Table 20: US company revenues where relaxation of regulations drives growth and increases market 
share 
________________________________________________________________________ 
 
$ millions 1998 1999 2000 2001 2002 2003 
 
VPN 11  20  22  50  71  90  
Firewall 19  38  70  118  170  232  
PKI 20  36  54  71  112  168  
 
Total 50  93  146  239  353  490 
 
Accumulated difference 1999-2003 - $394m 
 
Source: Datamonitor 
________________________________________________________________________ 
 
The assumption here is that the relaxation of export regulations will lead to both increased total market 
growth and a growing share for US security vendors. This  forecasts that the growth in US security 
vendors’ exports attributed to regulation relaxation will reach $188m in 2003. The cumulative difference in 
export revenues over 1999-2003 will reach $394m. 



ALLIANCE FOR NETWORK SECURITY 

 4

Foreign Competition:  “Jaws” and “Chickens” 
 
Datamonitor’s forecasts are based on a number of assumptions.  Datamonitor points out that the leading vendor of 
firewalls in 1997-98 was Checkpoint, an Israeli company, but assumes that the domination of non-U.S. vendors in 
the market has peaked.  (Some ANS members agree.)  It includes a number of European networking product 
vendors in its survey, but assumes that they do not occupy a significant enough position in the security market to 
compete effectively with U.S. vendors.  It also includes a number of non-U.S. security vendors in its survey, but 
assumes that they do not occupy a significant enough position in the networking product market to compete 
effectively with U.S. vendors.  ANS members are especially concerned about these latter two assumptions. 
 
Historically, local companies dominated national markets for circuit switching networks.  More recently, American 
companies have led the worldwide market for data networks.  As voice and data networks converge, this new market 
will be contested by both local companies specialized in circuit switching networks and American companies 
specialized in data networks. Recent trends in mergers and acquisitions suggest that there is a significant trend 
toward consolidation, and that some of the traditional “national champions” may offer formidable competition to 
ANS members.  There are two “nightmare” scenarios for ANS members. 
 
In the “Jaws” scenario, a foreign competitor emerges and dominates the market for converged networks, crushing its 
American rivals by offering competitive networking equipment combined with a market-leading security product.  A 
merger between a traditional network equipment supplier like Alcatel, Ericsson, Nokia or Siemens with Checkpoint, 
which is a leading Israeli vendor of firewalls and developer of VPN software, could produce such a scenario. 
 
In the “Chickens” scenario, not one but many foreign competitors emerge and dominate their local markets for 
converged networks.  American rivals would not be crushed, but the net effect of such a balkanized market would be 
that the American companies get pecked to death, as if by chickens. (They only need comparable data networking 
technology to be favored on local bids.)  The following chart summarizes recent acquisitions in this area:  
 
Alcatel (France) Ericsson (Sweden) GEC (U.K.) Nokia (Finland) Siemens (Germany) 

 
Internet Devices Advanced Computer 

Communication 
 

RDC 
Communications 

Diamond Lane 
Communications 

Argon Networks 

Xylan 
 

TouchWave Fore Systems InTalk Castle Networks 

Assured Access 
Technologies 

75% stake in Telebit 
Communications 
 

RELTEC Vienna Systems  

Packet Engines Torrent Networking 
Technologies 
 

40% stake in GPT 
Holdings 

GSM terminals unit 
of Matra Nortel 
 

 

DSC 
Communications 

  Ipsilon Networks  

 
Some of the companies acquired by Alcatel, Ericsson, GEC, Nokia and Siemens are based in the United States.  
However, ANS members anticipates that their combined activities will remain headquartered outside the United 
States, since in all cases the acquired company is significantly smaller than the acquiring company. 
 
ANS Recommendations 
 
On June 23, 1999, ANS members presented the results of the Datamonitor market analysis to members of the 
Interagency Working Group on Encryption in Washington, D.C.  ANS’ recommendations, accompanied by relevant 
portions of the Datamonitor report, are summarized below. 
 

1. Authorize Exports under License Exception 
 
Datamonitor’s research shows that the majority of recoverable products are sold via distribution channels, rather 
than directly to end-users, because sales through distributors require less staff, language and cultural understanding, 
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and permit faster growth.  Efficiencies of the distribution channels permit U.S. firms to bring products to market 
rapidly, in high volumes, and at competitive prices.  Distribution channels include consultants, system integrators, 
value added resellers, resellers, service providers and outsourcers.  Some distribution channels are even more 
complex, with third party financiers in the path between the product vendor and the end-user. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
By authorizing exports under License Exception, rather than Encryption Licensing Arrangements (“ELAs”), BXA 
would accomplish three goals.  First, it would permit distribution channel partners to use the same License 
Exception, thus facilitating the delivery of recoverable products to the market.  Second, it would reduce duplicate 
ELA requests from the entire distribution channel for some products that have already been reviewed.  Third, it 
would shift responsibility for compliance with the EAR from the manufacturer to the distribution partner, who is 
better positioned to evaluate the bona fides of a particular end-user. 
 

2. Authorize Telco/ISP Deployments for Subscriber Use  
 
Datamonitor’s research also shows that approximately half of VPN sales today are to service providers, such as 
Telco/ISPs, that deploy them for subscriber use, because the complex nature of VPN products requires expertise that 
the Telco/ISPs are well positioned to provide.  The outsourcing of communications and security services to 
Telco/ISPs is a common business practice on the part of many corporations, in the United States and abroad.   
 
For example, Bell Atlantic Corporation recently announced that it would be the first regional Bell operating 
company (“RBOC”) to deliver a managed VPN offering.  In doing so, Bell Atlantic joins VPN providers like 
MCIWorldcom Inc.’s Uunet subsidiary and Concentric Networks Corporation, among others, who already offer 
VPN services.  Other RBOCs are expected to offer VPN services in the near future.  Computerworld in its June 28, 
1999 edition quoted Larry Howard, an analyst at Infonetics Research Corp. in San Jose as saying, “They need to do 
this just to keep up with the Joneses.” 
 
Bell Atlantic’s VPN service is based on Triple Data Encryption Standard hardware and software supplied by 
TimeStep, a Canadian company.  Bell Atlantic’s decision to base its VPN service on products supplied by a 
company that is headquartered outside the United States demonstrates that ANS members face real competition from 
foreign suppliers, not only in foreign markets but also in the domestic U.S. market.  
 
Datamonitor’s research suggests that the share of VPN sales to Telco/ISPs may decrease from approximately half of 
the market in 1997 to perhaps one third in 2003.  However, internal ANS member companies’ estimates suggest that 
sales to Telco/ISPs may not diminish as rapidly as Datamonitor expects, and may actually increase in the coming 
years.  Whether Datamonitor’s forecast is more accurate than internal ANS member companies’ forecasts, it is clear 

Direct Sales 
Product 
Vendor 

End 
Users 

Outsourcer 

Consultancies 

SI/VAR 

Resellers 

ISPs/Telcos 

OEMs 

Distributors 

Direct Sales vs. Indirect  (Channel Distribution Partner) Sales 
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that Telco/ISPs will remain important customers for VPN products.  The Datamonitor report at Page 90 includes the 
following Table: 

________________________________________________________________________ 
 
Table 17: Distribution channels - shares of US vendors through telcos and ISPs 
________________________________________________________________________ 
 
Europe 
Share (%) 1997 2003 
 
VPN 40% 20% 
Firewall 15% 25% 
PKI 80% 30% 
 
Rest of World 
Share (%) 1997 2003 
 
VPN 60% 40% 
Firewall 25% 35% 
PKI 95% 45% 
 
Source: Datamonitor 
________________________________________________________________________ 
 

 
3. Eliminate End-user Reporting 

 
End-user reporting is burdensome, because so few sales are made directly to end-users. The reporting requirement is 
particularly onerous on exporters of “mass market” products, including but not limited to mass market software, 
where the breadth and depth of the sales channels preclude collection of the information necessary to comply with 
the reporting requirements. 
 
Attachment A to this letter consists of several pages from a recent catalog distributed by DataComm Warehouse.  By 
calling the company’s toll free number (800-378-9160) or browsing to the company’s web site 
(http://www.warehouse.com) anyone can order recoverable products manufactured by ANS member companies and 
other companies that include (or can be upgraded to) the strongest commercially available encryption.  These 
products are mass market in nature and may be ordered 24 hours a day, seven days a week.  They cost only a few 
hundred dollars in some cases, and you can pay for them with a credit card.  Arguably, such products are not 
susceptible of control at all. 
 
Many recoverable products (especially mass market products) are freely available on retail store shelves and through 
other means around the world.  While those products sold in foreign markets generally have lower encryption 
strength, upgrade patches often are available over the internet through anonymous downloads (and, these patches 
inevitably make their way to hundreds of unauthorized foreign web sites).  See, e.g., http://www.replay.com. 
 
Even for products that may not be distributed through “mass market” channels, distribution partners are reluctant to 
disclose their customers to manufacturers, for competitive reasons.  As a possible compromise, some ANS members 
might support authorizing exporters to report sales of non-mass market recoverable products to distribution partners, 
and require distribution partners to report separately their re-exports of non-mass market recoverable products.  
However, ANS members continue to study the complex subject of reporting. 
 

4. Authorize Secure Extranets 
 
Datamonitor reports that, whereas electronic commerce in the United States may be characterized in the popular 
press as being primarily business to consumer (B2C) using client-server products implementing SSL, electronic 
commerce in Europe is mostly business to business (B2B) using peer-to-peer products, implementing IPSec.  
Datamonitor reports at pages 27-28: 
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The enormous growth and acceptance of e-commerce brings implications for both corporate users and the 
general public. The Internet is increasingly used as a medium for communication and transacting business, 
both between businesses (B2B) and between a business and a consumer (B2C). For each of these 
relationships, some level of security is necessary. Whereas B2C may be the market driver in North 
America, B2B is the market driver in Europe and the rest of the world. As a result, peer to peer VPN 
products implementing IPSec, rather than client web server products implementing SSL, are the products 
of choice for e-commerce in Europe and the rest of the world. 
 

The limited opportunity presented by B2C electronic commerce as opposed to B2B electronic commerce is 
graphically demonstrated in Attachment B, attached hereto. 
 
The condition that recoverable products are “limited to internal use” inhibits use of recoverable products in B2B 
electronic commerce.  This limitation will preclude business partners from communicating with each other and is a 
“showstopper” for many potential exports of recoverable products. 
 
An instructive example is the automotive industry.  Whereas automotive parts suppliers, like Bosch, manufacturers 
like DaimlerChrysler, and dealers each may qualify to receive recoverable products independently, the internal use 
limitation effectively restricts these companies from using recoverable products in inter-connected, secure networks. 
 

5. Authorize Exports to Additional Countries 
 
Datamonitor reports that the market outside the United States will grow faster than the market inside the United 
States, and that “rest of world” will grow faster than Europe.  Datamonitor presents the following Table on page 82: 
 

_______________________________________________________________________ 
 
Table 11: Changing revenues by geographic region - 1998-2003 
________________________________________________________________________ 
 
$m 1998 1999 2000 2001 2002 2003 CAGR 
 
US   1,433    1,920    2,515    3,202    3,953    4,683  27% 
Europe    686     934    1,237    1,607    2,021    2,460  29% 
RoW    216     301     417     556     711     879  32% 
 
Total   2,336    3,156    4,170    5,364    6,684    8,022  28% 
 
Source: Datamonitor 
________________________________________________________________________ 

 
Therefore, the fastest growing markets are not authorized under current ELAs.  ANS recommends that sales be 
authorized to all countries (except embargoed/terrorist countries). 
 

6. Authorize Sales to Certain Governments 
 
Datamonitor did not break out sales to governments vs. other end-users.  The informal view of Datamonitor 
representatives is that government VPN sales are growing.  Civilian government agencies for foreign countries, like 
civilian government agencies in the U.S., are likely to deploy commercial off-the-shelf recoverable products rather 
than design their own products.  As a possible compromise, ANS recommends approval of sales to civilian 
government agencies.  ANS notes that even with such a compromise, U.S. vendors will remain at a disadvantage 
vis-à-vis local competitors that generally are the preferred suppliers to local governments. 
 

7. Change “Recoverable” to “Administrator-Controlled” 
 
The public is confused by the similarity between “recovery” products and “recoverable” products.  Therefore, ANS 
recommends that the term “recoverable” be changed to “administrator-controlled”. 
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Law Enforcement Impact 
 
Administrator-controlled products maintain a balance between the interests of persons and companies in the privacy 
of their data, and the interests of law enforcement in obtaining access to plaintext under proper legal authority.  The 
Fourth Amendment balance is not upset, and our proposal is consistent with existing legislation.  Law enforcement 
will need additional resources to deal with encrypted network traffic, and some cooperation from companies that 
deploy administrator-controlled products.  However, these challenges are essentially similar to those that law 
enforcement faces in advanced, packet switched voice networks. 
 
Intelligence Community Impact 
 
The intelligence community would prefer an encryption-free world, but that is no longer an option.  Administrator-
controlled products are no more (or less) useful to the intelligence community than key escrow products. Not 
permitting U.S. companies to compete in these markets with their administrator-controlled products simply gives 
away foreign market share to foreign competitors, thus also impacting the intelligence community.  If American 
companies are allowed to export administrator-controlled products, then intelligence community also obtains a 
“home field” advantage by understanding the products, which they have said is important. 
 
Conclusion 
 
Customers like administrator-controlled products because they can obtain strong cryptography without the 
vulnerability of key escrow.  Law enforcement likes administrator-controlled products because it can obtain access 
to plaintext using existing practices.  The intelligence community will be impacted, but it will retain some 
advantages if American products, rather than foreign products, predominate in the marketplace.  For these reasons, 
among others, the recommendations suggested by the ANS should be published in the form of a new interim rule 
with request for comments at the earliest opportunity. 
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